Embedded RFID made simple

MIFARE Ultralight® EV1 80B. Setting a password

1. Set configuration pages (https://www.nxp.com/docs/en/data-sheet/MFOULX1.pdf?pspll=1)

8.5 Memory organization

The EEPROM memory is organized in pages with 4 bytes per page. The MFOUL11
variant has 20d pages and the MFOUL21 variant has 41d pages in total. The memory
organization can be seen in Figure 5 and Figure 6, the functionality of the different
memory sections is described in the following sections.

Page Adr Byte number within a page
Dec | Hex 0 | 1 | 2 | k] Description
0 Oh serial number
- Manufacturer data and
1 1h serial number lock bytes
2 2h serial number internal lock bytes
3 3h oTP oTP oTP | OoTP One Time Programmable
4 | 4h
5 5h
USEr memory User memory pages
14 | Eh
et
16 | 10h CFGD
17 | 11h CFG1 .
TTRE PWD Configuration pages
One-Way counters U Counter pages
5as-006275

1. counter pages are only accessible with READ_CNT and INCR_CNT commands
Figure 5. Memory organization MFOUL11

Table 5. Configuration Pages

Page Address Byte number
Dec Hex 0 1 2 3
CFGO 16/37  10h/25h MOD RFUI RFUI AUTHO
CFG1 17/38  11h/26h ACCESS VCTID RFUI RFUI
PWD 18/39  12h/27h PWD
PACK|RFUI 19/40  13h/28h PACK RFUI RFUI

1. page address for MFOUL11/MFOUL21
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Values have to be changed in the Ultralight EV1 tag:

MOD RFUI RFUI AUTHO

Page 16 (d
AR LBleeE) 0x00 0x00 0x00 0x00

MOD =0x00 means “strong modulation mode disabled”
AUTHO = 0x00 means “protect all pages from address 0x00 (tag memory)”

N

[ AcCess \ VCTID RFUI RFUI
Page17(dec) ™50 ) 0x05 0x00 0x00

Table 7. ACCESS configuration byte

Bit number
7 6 B 4 3 2 1 0
PROT CFGLCK RFUI AUTHLIM
PROT=1 means “read and write is protected by the password verification”

CFGLCK=0 means “user configuration open to write access”. Set this bit to 1 if you want to
permanently locked against write access
AUTHLIM = 000b means “limiting of negative password verification attempts disabled”

ACCESS byte should be: 10000000b = 0x80

VCTID = 0x05 (by default)

PASSWORD
g ety OXAA 0xBB 0xCC 0xDD
Example password: OXxAABBCCDD
PACK RFUI RFUI
FelE 113 e 0x12 0x34 0x00 0x00

PACK (Password ack) = 0x1234
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2. Using B1-Client
a) Connect with the module and send Dummy Command:

- ~
Wl BiChent v16 = E

i a Deta Type Header Type Console
C COM155 @ Plain @ A Include data
Eaud Rate: 9600 ©) Encrypted ©B Include tmestamp
9 Ao
Simple Commands | UART Config [ 10| RFID Commands | RFID Memery | RFID Info
[TX 2018-07-27 08:57:39 ]:Dummy Command
] DummyCommand [Rx 2018-07-27 08:57:38 LACK {}

b) Send Get UID ant Type (0x01) command (MIFARE Ultralight EV1 80B is in the antenna
field):

- n
o BiClient v16 [ERE

1 Data Type Header Type Console
COM155

@ A Include data
Baud Rate: | 9600 @ B Include timestamp
Auto scrol
oo
| Simple Commands | UART Canfig [ 10| RFID Commands | RFID Memery | RFID Info
\ [TX 2016-07-27 0857:33 } Dummy Command
Command:  Get UID and Type (T01) - R 2018-07-27 08:57:38 LACK
[TX 2018-07-27 08:53:03 1 Get UID and Type (Zx01)
Parameters RX 20180727 08:53-03 FACK {-

R 2018-07-27 08:59:03 - AsyncPacket {20}
[TX 2018-07-27 08:59:03 ]:Read all B1 memory
RX 2018-07-27 08:53:04 LACK

100BB, BOFE1

1 Tag UID Size
[ 16 Data Buffer
16 Data Buffer

ECCEL TECHNOLOGY LTD (T/A IB Technology), 198 Station Road, Glenfield, Leicestershire , LE3 8GT, UK
TELEPHONE N.: +44 (0)1296 821358, EMAIL: sales@eccel.co.uk, www.eccel.co.uk, VAT No: GB 928 2439 07, Registered in England: 5614911

Directors: D J Turner, GA Spinks, C R Stevens


mailto:sales@eccel.co.uk
http://www.eccel.co.uk/

D £
Eccel_. &

150 9001
Embedded RFID made simple No.

d) Write Page (command 0x07). Write zeros to Page 16 (dec) — CFGO

r
5! BlClient v1.6

e

Data Type Header Type

COM155

Baud Rate: 9600

| Simple Commands | UART Canfig [ 10| RFID Commands | RFID Memery | RFID Info

Console

Include data
Include timestamp

Auto scroll

000000000000000000}
[TX 2018-07-27 09:02:49 ]:Write Page ((07)
RX 2018-07-27 09:02:49 LACK {

R 2018-07-27 09:02:43 - AsyncPacket {20}
[TX 2018-07-27 05:02:49 ]:Read all B1 memory

RX 2018-07-27 09:02:50 LACK

Command:  Wiite Page ((x07) v [ Eecte §
Parameters
Absolute Page Number tag memary]: 16
Write Length [number of pages]: 1
Data Buffer Offset [bytes shift in the Data Buffer]. 0

e) Set Data Buffer offset 0 to 0x800500 in the RFID Memory tab:

RsW [ £005000000000000000000000000000

1 Tag UID Size Read Onby | {]
» 16 Data Buffer
16 Data Buffer

RsW 00000000000000000000000000000000

f)  Write Page(command 0x07). Write 0x800500 to Page 17 (dec) — CFG1.

r
a2 BiClient v16

9 Data Type Header Type
COM155 @ Plain @A
Baud Rate: [3600 O Eneypted OB

| Simple Commands | UART Config [ 10| RFID Commands | RFID Memory | RFID Info

Conscle
Include data

Include timestamp

Auto scrol

[TX 2018-07-27 09.04:24 [ Wrie 1o address 0<0020
Commend:  Wite Page (x07) - [Beclie § R 2018-07-27 09:04:24 LACK
[TX 2018-07:27 09.07.03 1 Write Page (307)
Parameters R 2018-07-27 09:07:03 JACK & o
RX 2013-07-27 D3:07-03 | AsyncPacket
Absolute Page Number fag memory] 7 [T 2018-07-27 09.07-03 ]:Read all B1 memory
White Length [rumber of pages] 1 FX 2018-07-27 05:07.04 L.ACK
Dta Buffer Offset [oytes shit in the Data Buffer] ]

m
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g) Set Data Buffer offset 0 to OXAABBCCDD in the RFID Memory tab:

I lag UIL =ize Head LUn /
16 Data Buffer RswW DOO00C00000000000000000000
16 Data Buffer RAW 0O000000000000000000000000000000

h) Write Page(command 0x07). Write OXxAABBCCDD to the Page 18 (dec) — PWD.

r
a5l BiClient v16

Com Port Config

[comizs

Baud Rate: [3600

Data Type
-] @ Plain
'l @ Encrypted

Header Type

| Simple Commands | UART Conig | 10

| RFID Commands | RFID Memory | RFID Info

Console

Include data

Include timestamp

Auto scrol

00000000000000000000)
[TX 2018-07-27 08.08:29 ]:Write Page {07}

RX 2018-07-27 09:08:29 LACK {

R 2018-07-27 09:08:29 |:AsyncPacket {20}
[TX 2018-07-27 09:08:29 ]:Read all B1 memory
RX 2018-07-27 09:08:30 JACK
{0000120100BBAABE

0FE1ADS40800000000207AABECCDDO00D

Command: Wiite Page (2<07) - l Execute ;
Parameters
Absolute Page Number fag memory]: 18
White Length [number of pages]: 1
Data Buffer Offset [bytes shiftin the Data Buffer] [

i) Set Data Buffer offset to 0x1234 in the RFID Memory tab:

- .. -

1 Tag UID Size Read Onby | 07
2 16 Data Buffer RAW DOC DDDODO0D00D00000D0000D000
16 Data Buffer RAW OOGO0000000000000000000000000000
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j)  Write Page(command 0x07). Write 0x12340000 to Page 19 (dec) — PACK.

-
5! BlClient v1.6

COM155

9600

Data Type
@ Plain @ A
© Enciypted @B

| Simple Commands | UART Canfig | 10

| RFID Commands | RFID Memory | RFID Info

Header Type

Command: Wit Fage (1:x07)

Parameters

Absolute Page Number tag memary]:
Write Length [number of pages]:
Data Buffer Offset [bytes shift in the Data

.
19
1
Buffer]: 0

Console
Include data

Include timestamp

Auto scroll

[TX 2018-07-27 09:13:14 ]-Re;

RX 2018-07-27 09:13:15 LACK

|0000000000000000000}

[TX 2018-07-27 09:13:14 ]:Write Page ((07)
RX 2018-07-27 09:13:14 LACK {0

RX 2018-07-27 09:13:14 [ AsyncPacket {20}

ad all B1 memory

1{0000130100BBCCDL

BOFE 1A08403000000003071234000000000

1 m |

The Ultralight EV1 80B is now password protected.

Remove the tag from the antenna field, send the Reset to Defaults (Ox1E) command. Then put the tag
in the antenna field, send Get UID and Type to power it and try to write to a page, i.e. page 4. You
should receive a Tag Communication error. 0x0D in the Result Register.

| Simple Commands | UART Corfig | 10

| RFID Commands | RFID Memory | RFID Infio

| Simple Commands | UART Cenfig | 10

| RFID Commands | RFID Memery | RFID Info

Auto seroll

Command:  Wite Page ((<07) -
Parameters
Absolute Page Number ftag memory]: 4
Write Length [number of pages]: 1
Data Buffer Offset [oytes shift in the Data Buffer]. 0

00000000000000000}
[TX 2018-07-27 03:17:05

RX 2018-07-27 09:17:08
[TX 2018-07-27 09:17:05
RX 2018-07-27 09:17:.06
1{0D000401

]Write Page (0<07)
K{

R 2018-07-27 09:17:05 LACH

J:AsyncPacket {20}
1 Read all B1 memary
LACK

BOFE1A084080000000000722334455000000

Dec] Size [bytes] Description Access Value
1 Result Read Onifr| 0D
(42 BiCHentvi6 =E—)
fig Data Type Header Type Console
COM155 @ Plain @A Include data
Baud Rate: 9600 ) Encrypted @B Include tmestamp

ECCEL TECHNOLOGY LTD (T/A IB Technology), 198 Station Road, Glenfield, Leicestershire , LE3 8GT, UK

TELEPHONE N.: +44 (0)1296 821358, EMAIL: sales@eccel.co.uk, www.eccel.co.uk, VAT No: GB 928 2439 07, Registered in England: 5614911
Directors: D J Turner, GA Spinks, C R Stevens


mailto:sales@eccel.co.uk
http://www.eccel.co.uk/

D
Eccel....

Embedded RFID made simple

To access the tag memory, send the Password Authentication (0x17) command. If you receive 0x08

(No tag in the field) in the Result Register, please send again the Get UID and Type command and
then the Password Authentication command.

r N
ol BiChent v16 =T
g Data Type Header Type Console
COM155 @ Plain @ A Include data
() Encrypted [G]:] Include timestamp
Auto scroll
-
| Simple Commands | UART Config [ 10| RFID Commands | RFID Memery | RFID Info
Command:  Passward Authertication ((x17) - 10000000000000000000}
[TX 2018-07-27 09:20:55 ]:Password Authentication («17)
Parameters R 2018-07-27 09:20:55 [.ACK
; R 2018-07-27 09:20:55 J:AsyncPacket {20}
Data Buffer Offset [bytes shift in the Data Buffer]. 0 [TX 2018-07-27 08:20:55 | Read all 81 memory
Password Number. 128 RX 201807 27 09:20:55 LACK

|{00000080AABECCDDO0000000000000000000000004BOFE 1A08408000000003071234445500000
Password AABECCDD 0000000 0000000000000000000000000000000

You will receive the PACK value in the Data Buffer offset 0 to confirm your password is correct.

R -

1 Tag UID Size Read Dnl'_.;_
16 Data Buffer R/W [
16 Data Buffer R/W

Now you can write your data to the tag memory. Memory is password protected unless you change
the configuration pages.

To get more information about these commands, please refer to the RFID User Manual:
https://eccel.co.uk/wp-content/downloads/RFID-B1-User-Manual.pdf
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